
 
 

Our Privacy Policy 
Your rights, your information and what you need to know 

 
1. Introduction 
 
Your privacy is important to us and we want you to understand what we do with your information and that we 
are committed to protecting your personal information.   
 
This privacy policy contains important information about how we at Xepta collect your personal information, 
what we do with that information, who we may share it with and why; and your rights regarding the personal 
information we have about you.  
 
We may need to make changes to our Privacy Policy from time to time and we reserve the right to do that 
without notice. Please check our website if you want to stay up to date with any changes we may have made. 
If we make significant changes regarding where your data will be processed, we will contact you to let you 
know.  
 
We will always comply with the applicable data protection law when dealing with your personal data. Further 
details on the GDPR can be found at the website for the Information Commissioner (www.ico.gov.uk). For the 
purposes of the GDPR, we will be the “controller” of all personal data we hold about you. Please note that it is 
your responsibility to check and ensure all information, content, material or data you provide to us is correct, 
complete and accurate. 
 
As we take your privacy very seriously, the following principles underpin our approach to protecting and 
respecting your personal information;  

1. We value the trust that you place in us by giving us your personal information. We will always use 
your personal information in a way that is fair, lawful, and transparent 

2. The information that is collected is only done so for specified, explicit and legitimate purposes and not 
further processed in a way that is incompatible with those purposes 

3. We will provide clear information about how we use your personal information.  
4. We will take all reasonable steps to protect your information from misuse and keep it secure. 
5. We will take all reasonable steps to ensure any information we hold is accurate and kept up to date 
6. We will not keep your information for longer than necessary. 
7. We will comply with all applicable data protection laws and regulations and we will co-operate with 

data protection authorities. 

This Privacy Policy applies to the personal information of our Website Users, Customers, Suppliers Staff and 
other people who we may contact.  
 
This version of our Privacy Policy was last updated 22nd May 2018. 
 
Please note: in the Privacy Policy, “Xepta”, “Our”, “we” and “us” refers to our company group which includes 
Xepta Group Ltd and Xepta Technology Limited. Other subsidiaries within our group provide their own privacy 
policies detailing how they protect and process personal information and you should refer to the website of 
that subsidiary. 
 
 
 
 



 
 

 
 
 

2. How to contact us 
  
If you have any questions about our privacy policy or the information we collect or use about you, please 
contact; 
 
FAO Data Protection Team 
Xepta Group Ltd 
Stirling House  
Sitka Drive 
Shrewsbury Business Park 
Shrewsbury 
Shropshire 
SY2 6LG 
 
Email: dataprotection@xepta.com 
 
Telephone: 0845 388 6915 
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3. Website Users 
 
3.1 What personal information do we collect and process? 
 
We collect a limited amount of information from our website users which may include;  
 

- Information about how you use our website* 
 

- The frequency with which you access our website* 
 

- The location you view our website from (IP Address)* 
 

- Any information you provide us with when you contact us via a web chat function, such as name and 
email address 

 
*Please note: This is statistical data about our users’ browsing actions and patterns and does not identify any individual, 
and the above list of personal data categories is not exhaustive.  

 
3.2 How do we collect personal information? 
 
3.2.1 Personal Data that we collect automatically 
 
When you visit our website, there is a certain amount of information we collect as detailed in section 3.1.  This 
information is automatically collected whether you use out services or not.  
 
This data is collected by our servers and via cookies, in line with cookie settings in your browser. Please see our 
cookies policy for more information.  

 
3.3 How do we use your personal data? 
 
The limited information we collect from website users is used to help us improve your experience when using 
our website and to help us manage the products and services we provide.  
 
We do not link personally identifiable information to IP addresses, but we can and will use IP addresses to 
identify a user where we feel it is necessary to enforce compliance with this Privacy Policy and our website 
terms of use, to protect our site users, to comply with applicable laws and to trace a computer in cases of 
misuse or unlawful actions in connections with visits to or use of the website.  

 
Please see section 8 - 15 for further information about how we safeguard your information, if and how we 
share your information, cookies, how long we keep your information form, and your rights.  
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4. Customers 
 
4.1 What personal information do we collect and process? 
 
Depending on the relevant circumstances and applicable laws and requirements, we may collect some or all of 
the following information about our customers; 
 

- General Identification and contact information – this includes your name, address, telephone 
numbers and email addresses 
 

- Payment information - this includes any information that you use to make a purchase such as your 
credit card information (cardholder name, card number, expiration date, etc.) or other forms of 
payment 
 

- Information enabling us to provide you with products and services, such as the IP addresses of your 
computer networks where this is required to deliver our services. 
 

- Information you provide us with about other people (e.g. if you provide a colleague or business 
contact’s email address to introduce them to our services, or contact information for an authorised 
customer representative)* 
 

- Information provided during your contact with us during the course of phone calls (these may be 
recorded), emails and letters. 
 

- To the extent that you access our website we will also collect certain data from you. Please see 
“Website Users” for more information. 
 

- Information classified as “special category” personal information. For example, information relating to 
your biometric identity where this is used in one of our ID service products.  

Please note: The above list of personal data categories is not exhaustive.  
 
*If you are providing us with another person's information you should first ask them to read this Privacy Policy. By giving us 
information about another person you are confirming that they have given you consent to provide the information to us 
and that they understand how their details will be used. 

 
4.2 How do we collect personal information? 
 
There are a number of ways in which we will collect your personal data, these include; 

 
4.2.1 Personal Data that we receive directly from you 
 
We may collect personal information directly from you, from a variety of sources including;  
 

-  Where you contact us proactively, usually by phone, email or letter 
 

-  Where you purchase a product online via our website 
 

-  Where we contact you either by phone or email  
 
4.2.2 Personal Data that we receive from other sources 
 
We may receive your information from third parties to whom you have given your consent. 



 
 

 
 
 
 
4.2.3 Personal Data that we collect automatically 
 
When you visit our website, there is a certain amount of information we collect as detailed in section 3.1.  This 
information is automatically collected whether you use out services or not.  
 
This data is collected by our servers and via cookies, in line with cookie settings in your browser. Please see our 
cookies policy for more information.  
 
Information about you will also be collected automatically by CCTV on the premises if you visit.  

 
4.3 How do we use your personal data? 
 
We may use your personal information for a number of reasons including;  
 

- To enable you to access and use the products and services we have available 
 

- Information classified as “special category” personal information will only be collected and used 
where it is needed to provide the product or service you have requested, or to comply with our legal 
obligations.  
 

- To communicate with you about the products and services we provide or any queries you may have 
 

- It is necessary for us to meet and comply with our regulatory and legal obligations 
 

- For our own management information purposes including; managing our business operations such as 
maintaining accounting records, analysis of financial results, internal audit requirements and receiving 
professional advice (e.g. tax or legal advice). 

 

- Internal Record Keeping - Telephone recordings are used to verify content and may be used together 
with customer records for regulatory compliance, quality control and staff training, preventing or 
detecting criminal activity and for complaint resolution.  

 

- Providing marketing information to you (including information about other products) in accordance 
with preferences you have expressed i.e. Only when you have given your consent to be contacted for 
this purpose. 
 

- Resolve complaints, and handle requests for data access or correction 
 

In more unusual circumstances, we may use your personal data to help us to establish, exercise or 
defend legal claims. 

 
Please see section 8 - 15 for further information about how we safeguard your information, if and how we 
share your information, cookies, how long we keep your information form, and your rights.  
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5. Staff 
 
5.1 What personal information do we collect and process? 
 
Depending on the relevant circumstances and applicable laws and requirements, we may collect some or all of 
the following personal information;   
 

- General Identification and contact information – this includes your name, address, telephone 
numbers and email addresses. 
 

- Date of Birth / Age 
 

- Marital Status 
 

- Nationality / Citizenship / Place of Birth 
 
 

- Educational Background and Employment History 
 

- Wage, Benefit and Payroll information; including but not limited to national insurance number and 
banking details 
 

- Emergency contact information* 
 

- Referee details* and any information provided by your referee during the course of phone calls, 
emails and letters. 
 

- Details of any criminal convictions, background checks, driving license numbers, vehicle registration 
and driving history, where permitted by law and applicable 
 

- Visual images collected via closed circuit television (CCTV) when you visit our premises or from copies 
of photographic I.D 

 

- Information required for us to comply with laws, the requests and directions of law enforcement 
authorities or court orders (e.g. child support and debt payment information) 
 

- Acknowledgements regarding our policies, including employee handbooks, ethics and/or conflicts of 
interest policies and other company policies where applicable 
 

- Date of resignation or termination, reason for resignation or termination, information relating to 
administering termination of employment (e.g. references) 
 

- Information provided during your contact with us during the course of phone calls, emails and letters 
including any information relating to any previous applications you may have made to us and/or any 
previous employment history with us 
 

- To the extent that you access our website we will also collect certain data from you. Please see 
“Website Users” for more information. 

 
We may also collect some “Special Category” information where applicable and / or required, this may include;  
 

- Diversity information including racial or ethnic origin, religious or other similar beliefs, and physical or 
mental health, including disability-related information 

- Trade union membership 

- Information concerning gender/sex, sexual orientation, and gender re-assignment 

- Information concerning health, such as absence records, disability, and occupational health 

 
Please note: The above list of personal data categories is not exhaustive.  
 
*If you are providing us with another person's information you should first ask them to read this Privacy Policy. By giving us 
information about another person you are confirming that they have given you consent to provide the information to us 
and that they understand how their details will be used 
 
 



 
 

5.2 How do we collect personal information? 
 
We collect and maintain different types of personal information in respect of those individuals who seek to be, 
are, or were employed by us, this information will be collected in a number of ways;  

 
5.2.1 Personal Data that we receive directly from you 
 
We may collect personal information directly from you, from a variety of sources such as;  
 

- When you provide us with a copy of your C.V and/or an application form 
 

- When you apply for a vacancy internally or externally 
 

- Where you contact us proactively, usually by phone, email or letter, for example, if a current member 
of staff provides us with absence information via email 

 

- Where we contact you either by phone or email  
 
5.2.2 Personal Data that we receive from other sources 
 
We may receive your information from third parties where applicable, such as recruitment agencies, the 
disclosure and barring service, and referees whose details you provide us with.  
 
We may also obtain information about you from searching for potential employees from third party sources, 
such as LinkedIn and other job sites. 
 
5.2.3 Personal Data that we collect automatically 
 
When you visit our website, there is a certain amount of information we collect as detailed in section 3.1.  
 
This data is collected by our servers and via cookies, in line with cookie settings in your browser. Please see our 
cookies policy for more information.  

 
Information about you will also be collected automatically by CCTV on the premises when you visit/attend 
work.  
 

5.3 How do we use your personal data? 
 
We may use your personal information for a number of reasons including;  
 
 

- Determining eligibility for employment, which will include the verification of references 
 

- Ensuring safe working practices 
 

- Administering pay and benefits 
 

- Carrying out our obligations arising from any contracts entered into between us 
 

- Carrying out our obligations arising from any contracts entered into between us and third parties in 
relation to your recruitment 

 

- Monitoring Staff Conduct and ensuring that company policies and procedures are adhered to 
 

- Establishing training and development requirements 
 

- Conducting performance reviews  
 

- Establishing a point of contact in the event of an emergency whilst you are at work 
 

- In order to comply with our health and safety and occupational health obligations  
 

https://www.xepta.com/resource/static/pdf/policies/cookies.pdf


 
 

- Where applicable, to administer and manage statutory and company sick pay 
- Gathering evidence for any disciplinary actions, or termination 
 

- Compliance with our legal, regulatory and corporate governance obligations including compliance 
with statutory requests from the Inland Revenue, the Department of Social Security, the Benefits 
Agency and other relevant public authorities/ agencies 

 

- To communicate with you during the course of recruitment, employment and termination/resignation 
 

- For our own management information purposes including; managing our business operations such as 
maintaining accounting records, analysis of financial results, internal audit requirements and receiving 
professional advice (e.g. tax or legal advice). 

 

- Internal Record Keeping - Telephone recordings are used to verify content and may be used together 
with staff records for regulatory compliance, quality control and staff training, preventing or detecting 
criminal activity and for complaint resolution.  

 

- Any other reasons required for the operational processes of the business 
 

- In more unusual circumstances, we may use your personal data to help us to establish, exercise or 
defend legal claims. 

 
Please see section 8 - 15 for further information about how we safeguard your information, if and how we 
share your information, cookies, how long we keep your information form, and your rights.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

6. Suppliers 
 
6.1 What personal information do we collect and process? 
 
Depending on the relevant circumstances and applicable laws and requirements, we may collect some or all of 
the following personal information;   

 
- Publicly available information about your organisation such as, address, contact information and 

director’s information.  
 

- General Identification and contact information of certain members of the organisations– this includes 
your name, address, telephone numbers and email addresses. (e.g. designated points of contact) 
 

 

- Information about criminal convictions, financial history and employment history** 
 
 

- Names and contact information of applicable contact persons at your organisation 
 

- Your credit rating information  
 

- Payment information 
 

- Information provided during your contact with us during the course of phone calls (these may be 
recorded), emails and letters.  
 

- To the extent that you access our website we will also collect certain data from you. Please see 
“Website Users” for more information. 
 

** Only collected from those suppliers where we are required to carry out extended due diligence due to the nature of the 
product and/or service provided, and you will be notified where this is the case. 
 
Please note: The above list of personal data categories is not exhaustive.  

 
6.2 How do we collect personal information? 
 
We collect and maintain different types of personal information in respect of those individuals who seek to be, 
are, or were suppliers of us, this information will be collected in a number of ways; 

 
6.2.1 Personal Data that we receive directly from you 
 
We may collect personal information directly from you, from a variety of sources such as;  
 

- Where you contact us proactively, usually by phone, email or letter to discuss your products / services 
with us 
 

- Where we contact you either by phone or email  
 
6.2.2 Personal Data that we receive from other sources 
 
We may use publicly available sources to confirm your information, for example, The Financial Services 
Register, The Information Commissioners Office and Companies House. 
 
In the course of our due diligence and where applicable we may also obtain information from third party 
agencies, for example, credit reference agencies, The Disclosure and Barring Service and financial sanctions 
registers.  
 
  



 
 

6.2.3 Personal Data that we collect automatically 
 
When you visit our website, there is a certain amount of information we collect as detailed in section 3.1. 
 
 This data is collected by our servers and via cookies, in line with cookie settings in your browser. Please see 
our cookies policy for more information.  

 
Information about you will also be collected automatically by CCTV on the premises when you visit.   
 

6.3 How do we use your personal data? 
 
We may use the information we collect about you for a number of reasons, including;  

 
- Determining your suitability as a supplier / affiliate by conducting due diligence 

 

- To store (and update when necessary) your details on our database, so that we can contact you in 
relation to our agreements 

 

- To obtain support and services from you 
 

- To arrange payment for any products and services you provide 
 

- Ensuring safe working practices 
 

- It is necessary for us to meet and comply with our regulatory and legal obligations 
 

- Carrying out our obligations arising from any contracts entered into between us 
 

- Monitoring and reviewing your compliance to your obligations arising from any contracts entered into 
between us 

 

- For our own management information purposes including; managing our business operations such as 
maintaining accounting records, analysis of financial results, internal audit requirements and receiving 
professional advice (e.g. tax or legal advice). 

 

- Internal Record Keeping - Telephone recordings are used to verify content and may be used together 
with staff records for regulatory compliance, quality control and staff training, preventing or detecting 
criminal activity and for complaint resolution.  

 

- Any other reasons required for the operational processes of the business 
 

- In more unusual circumstances, we may use your personal data to help us to establish, exercise or 
defend legal claims. 

 
Please see section 8 - 15 for further information about how we safeguard your information, if and how we 
share your information, cookies, how long we keep your information form, and your rights.  
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7. Other people we may contact 
 

7.1 What personal information do we collect and process? 
 
Depending on the relevant circumstances and applicable laws and requirements, we may collect some or all of 
the following personal information;   
 

- General Identification and contact information – this includes your name, address, telephone 
numbers and email addresses.  
 

- Information provided during your contact with us during the course of phone calls (these may be 
recorded), emails and letters.  
 

- To the extent that you access our website we will also collect certain data from you. Please see 
“Website Users” for more information. 

 
Please note: The above list of personal data categories is not exhaustive.  

 
7.2 How do we collect personal information? 
 
There are a couple of ways that we may collect your personal information, including; 
 
7.2.1 Personal Data that we receive from third parties 
 
Your information may be collected from our customers, potential staff and current staff if you are noted as an 

authorised customer representative, referee or emergency contact.  

 
7.2.1 Personal Data that we collect automatically 
 
When you visit our website, there is a certain amount of information we collect as detailed in section 3.1.  This 
information is automatically collected whether you use out services or not.  
 
This data is collected by our servers and via cookies, in line with cookie settings in your browser. Please see our 
cookies policy for more information.  

 
7.3 How do we use your personal data? 
 
We may use the information we collect about you for a number of reasons, including;  
 

- If one of our staff has provided your information for the purposes of being their emergency contact / 
next of kin, we will contact you in the event of an emergency or accident that affects them.  

 

- If one of our staff has provided your information for the purposes of being a referee, we will contact 
you in order to obtain a reference 

 

- If one of our customers has provided your information as an authorised customer representative, we 
will contact you in relation to the arrangement and administration of that customer’s products and 
services provided by ourselves 

 

- For our own management information purposes including; managing our business operations such as 
maintaining accounting records, analysis of financial results, internal audit requirements and receiving 
professional advice (e.g. tax or legal advice). 

 

- Internal Record Keeping - Telephone recordings are used to verify content and may be used together 
with staff records for regulatory compliance, quality control and staff training, preventing or detecting 
criminal activity and for complaint resolution.  

 

https://www.xepta.com/resource/static/pdf/policies/cookies.pdf


 
 

- Any other reasons required for the operational processes of the business 
 

- In more unusual circumstances, we may use your personal data to help us to establish, exercise or 
defend legal claims. 

 
Please see section 8 - 15 for further information about how we safeguard your information, if and how we 
share your information, cookies, how long we keep your information form, and your rights.  
 

  



 
 

8. Who do we share your information with? (disclosure of your information to other 
people) 
 
We may share your information with third parties where appropriate and in accordance with local laws and 
requirements, and for the reasons outlined in the “Why do we process your personal data” section of this 
privacy policy.  

 
Where applicable, these third parties may include;  
 

- Companies we have chosen to support us in the delivery of the products and services we offer to our 
customers, for example; telecommunications providers. 
 

- A named alternative contact authorised to speak on the behalf of a customer (such as a relative or 
Power of Attorney) 

 
- Other third-party service providers who perform functions on our behalf including, external 

consultants, recruitment agencies, pension providers, business associates and professional advisers 
such as lawyers, auditors and accountants, technical support functions and IT consultants carrying out 
testing and development work on our business technology systems. 
 

- Third party outsourced IT and document storage providers where we have an appropriate processing 
agreement (or similar protections) in place; 

 
- Our regulators and supervisory authorities, for example; the Information Commissioner’s Office for 

the UK (the ICO). 
 

- Law enforcement, credit and identity check agencies 

 
- HM Revenue & Customs (HMRC), for example; for the processing of tax relief and for the prevention 

of tax avoidance. 
 

- Selected third parties in connection with the sale, transfer or disposal of our business 
 

Please note: The above list is not exhaustive 

 
We can confirm that we will never sell personal details on to other parties for marketing purposes. Whenever 
we share your personal information, we will do so in line with our obligations to keep your information safe 
and secure.  
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

9. Why do we process your personal data? 
 
We will only collect and use your personal information in accordance with applicable data protection laws.  We 
will only use your personal data for the purposes for which we collected it, unless we reasonably consider that 
we need to use it for another reason and that reason is compatible with the original purpose. Our grounds for 
processing your personal information include; 
 

9.1 Consent  

Where necessary we will only collect and process your personal information if you have given your consent for 
us to do so, for example, we will only send you certain marketing information if we have your consent. 

9.2 Legitimate Interests 

We may use and process some of your personal information where we have sensible and legitimate business 
grounds for doing so.  Under European privacy laws there is a concept of “legitimate interests” as a 
justification for processing your personal information.   

Our legitimate interests for processing your personal information may include: 

- to enable you to access and use our products and services  
 

- to communicate with you about the products and services you receive from us.  We need to keep you 
informed about your use of the products and services, for example sending you a confirmation email 
of product renewals or performance statistics.  This won’t include marketing communications unless 
you have given us your consent to receive these 
 

- because it is necessary to provide the product or service you have requested 
 

- processing is necessary for the purposes of carrying out the obligations and exercising specific rights 
of the controller or of the data subject in the field of employment 

 
9.3 Performance of a Contract  
 
The use of your personal information may be necessary to perform a contract that you have with us. If you fail 
to provide that data when requested, we may not be able to perform the contract we have or are trying to 
enter into with you (for example, to provide you with goods or services). In this case, we may have to cancel a 
product or service you have with us but we will notify you if this is the case at the time. 
 

9.4 Legal Obligation 

The use of your personal information is necessary for us to meet our legal or regulatory obligations including 
the purposes of performing or exercising obligations or rights of the employer or employee under employment 
law. 

9.5 Substantial Public interest 
 
Processing is necessary for reasons of substantial public interest on the basis of applicable law. 

 
 
 
 



 
 

10. How do we safeguard your personal data? 
 

Your personal data is very important to us, and we take information and system security very seriously; we 
strive to comply with our obligations at all times. In order to safeguard personal data, we have implemented 
accepted standards of technology and operational security in order to protect personal data from loss, misuse, 
or unauthorised alteration or destruction, this includes measures to deal with any suspected data breach and 
includes any information that is collected, recorded and used in any way, whether on paper, online or any 
other medium.  
 
We do our best to keep the information you disclose to use secure, so where appropriate, our sites use HTTPS 
to help keep your information secure, however any information you provide us with over the internet can 
never be guaranteed to be 100% secure. Certain information, for example, your payment details, are 
encrypted to minimise the risk of interception during transit, and for any payments we take from you online 
we will use a recognised online secure payment system.  
 
You may complete a registration process when using our website, which may include the creation of a 
username or password. Any such details should be kept confidential by you and should not be disclosed or 
shared with anyone. If you do disclose this information, you are solely responsible for all activities undertaken 
on the site where they are used. To protect your account, we ask that you create a strong password, that is 
lengthy and includes a mixture of alphabetical and numerical characters. Your password can only be reset with 
access to the email address registered on our system.  
 
By using our website, you accept the inherent risks of providing information online. 
 
It might sometimes be necessary for us to transfer your personal information outside of the European 
Economic Area (EEA) to locations that may not provide the same level of protection as the UK.  However, we 
will only transfer your personal information out of the EEA if we have put in place appropriate safeguards and 
protections as stated under UK law. For example, by the use of a data-transfer agreement incorporating 
certain standard model protection clauses.   

 
11. Cookies 
 

A cookie is a very small text file placed on your computer or device. Cookies help us to: 

- understand browsing habits on our website. 
 

- understand the number of visitors to the website and the pages visited; and 
 

- remember you when you return to our website, so we can provide you with access to previously 
saved quotes. 
 

For more information, see our full Cookie Policy here. 

 
12. How long do we keep your data for? 
 

We will keep your personal information on our systems for the period necessary to fulfil the purposes outlined 
in this Privacy Policy.  
 
We may also keep your information after this period, but only where required to meet our legal and regulatory 
obligations. The length of time that we retain your personal information for these reasons will vary depending 
on the obligations we need to meet.    
 
We securely destroy all financial information once we have used it and no longer need it. 
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13. What are your Individual rights? 
 
Data protection law set out several rights that you have in relation to how Xepta uses your information. If you 
would like to invoke your rights please contact us and we will seek to deal with your request without undue 
delay, and in accordance with applicable laws. Please note that we may keep a record of your communication 
to help us resolve any issues you may raise.  
 

13.1 Your Rights 
 
Subject to certain limitations on certain rights, your individual rights are;  

 
13.1.1 Right to be informed 
 

You have the right to receive clear and easy to understand information about the personal information we 
have, why we have it and who we may share it with – this is detailed in this Privacy Policy.  

 
13.1.2 Right to withdraw consent 
 

Where we have obtained your consent to process your personal data for certain activities (for example, for 
profiling your suitability for certain roles), or consent to market to you, you may withdraw your consent at any 
time. You can withdraw your consent by contacting us and we will respond to your request without undue 
delay. Withdrawal will not affect the lawfulness of processing based solely on your consent before the 
withdrawal. 
 
13.1.3 Right of access 
 

You have the right of access to your personal information and supplementary information at any time, this will 
allow you to be aware of and verify the lawfulness of processing.  
 
If you do wish to receive a copy of the personal information we hold about you, you may make a Data Subject 
Access Request (DSAR). This must be made in writing to our address, and at this point we may comply with 
your request or do one of the following;  
 

- We may ask you to verify your identity or ask for more information about your request; and 
 

- Where we are legally permitted to do so, we may decline your request. If your request is declined, we 
will provide you with the reasons why.  

 
13.1.4 Right to rectification 
 

If the personal information is inaccurate or incomplete, you have the right to request that this is corrected.  
 
13.1.5 Right to request erasure 
 

You can ask for your information to be deleted or removed in certain situations. There may be occasions 
where we will not agree with your request and if your request is declined, we will provide you with the reasons 
why. 
 

This is also known as “the right be forgotten” 
 
13.1.6 Right to restrict processing 
 

You can ask that we block or supress the processing of your personal information for certain reasons.  



 
 

13.1.7 Right to data portability 
 

If you wish, you have the right to transfer your data from us to another data controller. In certain 
circumstances, you may move, copy or transfer personal data easily from one IT environment to another in a 
safe and secure way.  

 
13.1.8 Right to object 
 

You can object to us processing your personal information where it’s based on our legitimate interests, and 
you do not agree with such legitimacy, for direct marketing and if we were using it for scientific/historical 
research and statistics.   

 
13.1.9 Rights related to automatic decision making including profiling 
 

You have the right to ask us to;  
 

- Give you information about the processing of your personal information. 
 

- Request human intervention or challenge a decision where processing is done solely by automated 
processes. 

 

- Carry out regular checks to make sure that our automated decision making, and profiling processes 
are working as they should.  

 
13.2 Fees 
 
You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However, 
we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we 
may refuse to comply with your request in these circumstances. 
 

13.3 What we may need from you 
 
We may need to request specific information from you to help us confirm your identity and ensure your right 
to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that 
personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you 
for further information in relation to your request to speed up our response. 

 
13.4 Response time 
 
We try to respond to all legitimate requests within one month. Occasionally it may take us longer than a 
month if your request is particularly complex or you have made a number of requests. In this case, we will 
notify you and keep you updated.   
 

  



 
 

14. Complaints 
 
If you are not satisfied with the way any request you make in relation to your personal information is handled 
by us then you have the right to refer your complaint to the relevant data protection regulator which in the UK 
is the Information Commissioner’s Office. 

Information Commissioner's Office  
Wycliffe House 
Water Lane  
Wilmslow  
Cheshire  
SK9 5AF 
 
https://ico.org.uk/concerns/  
 
0303 123 1113 
 
This Privacy Policy shall be governed and construed in all respects in accordance with the laws of England. 

 
  

https://ico.org.uk/concerns/


 
 

15. Glossary 
 
Customers – covers our current, past and potential customers and others to whom Xepta provides services in 
the course of its business.  
 
Cookie - A small file placed on a computer – it is saved onto your computer or other device when you visit our 
website. 
 
Data Controller - The person who (either alone or jointly or in common with other persons) determines the 
purposes for which and the manner in which any personal data are, or are to be, processed. 
 
Delete – whilst we will endeavour to permanently erase your personal data once it reaches the end of its 
retention period, or where we receive a valid request from you to do so, some of your data may still exist in 
our systems. For our purposes, this data has been put beyond use, meaning that while it still exists on 
backup/archive systems, this cannot be readily accesses by any of our operational systems, processes or staff.  
 
Data protection Law –  The General Data Protection Regulations (GDPR) is a legal framework that sets 
guidelines for the collection and processing of personal information of individuals within the European Union 
(EU) and aims to harmonise European Data Protection laws. It has an effective date of 25th May 2018 when the 
Data Protection Directive 1995 will be repealed. The Data Protection Act 2018 will incorporate the GDPR as 
well as other associated items.  
 
Internet Protocol (“IP”) addresses. - An IP address is a number assigned to your computer when you connect 
to the Internet. As part of the protocol of the Internet, web servers can identify your computer by its IP 
address. In addition, web servers may be able to identify the type of browser and/or type of computer you are 
using.  
 
Other people whom Xepta may contact – This may include referees for potential candidates, our Staff 
emergency contacts and approved customer representative (e.g. Verified Power of Attorney). We will only 
contact them in appropriate circumstances.  
 
Personal Information - means any information relating to an identified or identifiable natural person; an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location number, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person. Please visit https://ico.org.uk/for-the-public/ for more information.  
 
Staff – Includes employees, those on work experience placements and interns engaged directly in our business 
(or who have accepted an offer to be engaged).  
 
Independent contractors and consultants performing services for us fall within the definition of “Suppliers” for 
the purposes of this Privacy Policy.  
 
Suppliers – refers to partnerships and companies (including sole traders) and atypical workers such as 
independent contractors and freelance workers, who provide us with services.  
 
Website Users – any individual who accesses our website. 

 
 
 

https://ico.org.uk/for-the-public/

